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Abstract: As the use of web and mobile applications is becoming pervasive for service delivery and user mobility support, 
enterprises are now increasingly fighting against a huge number of emerging security threats which interfere with the process of 
service delivery. As an attempt to help the enterprises in dealing with the emerging security threats in the converged service delivery 
architecture, this paper presents a methodology for security threat analysis and security requirements specification in web/mobile 
applications development. The presented methodology is based on a case study Livestock Data Center (LDC) system, which is being 
developed and it allows both web and mobile interfaces as service delivery channels. Hence the system serves as a representative of 
other similar setups of service delivery.   
 
In addition to the processes of analysis and security specification, the methodology involves threat modeling as well. There are 
several threat models in the literature. The STRIDE threats model is one among the existing threats models that is used to identify 
security threats that needs to be addressed in systems such as the LDC system. The STRIDE threats model has been used to identify 
the likely security threats to our case study. On applying the STRIDE threats model the following threats were identified as 
prominent: sensitive data exposure, weak server side controls, client side injection, and weak authentication and authorization. 

 
The identified security threats were compared to existing threats in traditional web and mobile applications separately in order to 
figure out the changes when the two computing platforms come together. The findings from our case study have shown that the 
proposed methodology for security threat analysis and security design can be useful in security requirements specifications in the 
converged web-mobile applications during development, and can be generally used to assist developers of other similar systems. 
 
Keywords: web and mobile applications security, STRIDE, Livestock Data Center, security requirements. 

1. INTRODUCTION 
The convergence of web and mobile applications has 

created a number of security concerns due to the fact that 
user mobility has become increasingly supported by 
smart phones and Personal Digital Assistants (PADs) [1]. 
New security challenges imposed by these technological 
advancement can be identified through a number of 
existing alternatives basing on different parameters. 
Application security challenges can be identified by 
either focusing on resources and goals as assets of an 
organization [2], use of graphical approach such as 
Unified Modeling Language [3], or use of models such as 
STRIDE [4]. For the purposes of this paper STRIDE 
threats model has been selected to identify possible 
security threats for the anticipated Livestock Data Center 
system. STRIDE threats model is used due to its potential 

of identifying security threats with a focus on attacker 
goals. 

 
The STRIDE threats model provides a threats 

identification framework with six parameters: Spoofing, 
Tampering, Repudiation, Information disclosure, Denial 
of Service and Elevation of privilege. The model works 
by classifying attacker goals rather than system resources 
and assets. The experience in working with the tool has 
shown that, STRIDE model can allow an analyst to look 
ahead of what can be the goals of an attack to a system 
[5]. 

 
Identification of security threats paused by an 

application needs to have three major steps: application 
decomposition, determination and ranking of threats, and 
determination of countermeasure and mitigation [4]. The 
third step will not be discussed further in this paper, but 
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